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Von Netzwerk-Management zu Netzwerk-Analytics

Wie man mit Splunk die Netzwerkmanagementlosung StableNet integriert

und um Analytics Funktionalitdten erganzt

Roland Kaiser www.controlware.de
Senior Consultant & Teamlead ITM Integration
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splunk> kurz erklart

» Big Data Engine
= Schweizer Taschenmesser fur Maschinendaten
» Google fur die IT

= Es gibt fast nichts was man nicht abbilden kann — sofern es einen
Zeitstempel hat

» Egal welches Format — Hauptsache Text
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Industry Leading Platform For Machine Data

Machine Data: Any Location, Type, Volume

controlware
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Industry Leading Platform For Machine Data

Machine Data: Any Location, Type, Volume Answer Any Question
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What Does Machine Data Look Like?

Sources

m_

Order Processing
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Error

CareIlVR

O

Twitter

ORDER,2014-05-21T14:04:12.484,10098213,569281734,67.17.10.12,43CD1A7B8322,5A-2100

May 21 14:04:12.996 wl-01.acme.com Order 569281734 failed for customer 10098213.
Exception follows: weblogic.jdbc.extensions.ConnectionDeadSQLException:
weblogic.common.resourcepool.ResourceDeadException: Could not create pool connection. The
DBMS driver exception was: [BEA][Oracle JDBC Driver]Error establishing socket to host and port:
ACMEDB-01:1521. Reason: Connection refused

05/21 16:33:11.238 [CONNEVENT] Ext 1207130 (0192033): Event 20111, CTI Num:ServID:Type
0:19:9, App 0, ANI T7998#1, DNIS 5555685981, SerID 40489a07-7f6e-4251-801a-
13ae51a6d092, Trunk T451.16

05/21 16:33:11.242 [SCREENPOPEVENT] SerID 40489a07-7f6e-4251-801a-13ae51a6d092
CUSTID 10098213

05/21 16:37:49.732 [DISCEVENT] SerID 40489a07-7f6e-4251-801a-13ae51a6d092

{actor:{displayName:"Go Boys!!",followersCount:1366,friendsCount:789,link:
"http://dallascowboys.com/",location:{displayName:"Dallas, TX",objectType:"place”},
objectType:"person”, preferredUsername:"B0ysF@n80",statusesCount:6072},body:"Can't buy
this device from @ACME. Site doesn't work! Called, gave up on waiting for them to answer! RT if
you hate @ACME!!",objectType:"activity”,postedTime:"2014-05-21T16:39:40.647-0600"}



Warum StableNet mit Splunk?

= StableNet liefert das ,Unified Network & Service Management'

= Splunk erlaubt es Daten aus weiteren Datenquellen zu
konsolidieren und zu korrelieren und bringt erweiterte
Analysemaoglichkeiten

» Keine Einschrankung auf klassische Netzwerk Daten! Dies kdnnen
von Servern, Anwendungen, Security, 10T, .... kommen — eben
Maschinen Daten
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tableNet Alarme controlware

» Events, Actions und Open Alarms sind tber Rest API als XML abfragbar

Stablenet Log Entries

Fpatieres

i
s sourcanams & saurceip & mesaaga 4 prierty eramumier =
a1t PLBARLAG 330.060.00 Vol tor W Dista Warn Fusets cut-srrars: SauntiCantrolusra FagStack JSHTHD - 3t cut-srearsinucty s
NE-18-10 M1 15216518 @A e Monilor Dk Event: oul-srrocs, value: @ %2 SguoliConlrolware BaSlack 3521HD - 2 oul-eriorsbouot; 151021
wE-10-18 TR 2068. 210 (e RN Honitor Ko Cata Warn Evert: cut-srrors: SouotiControluace Caystack 398THD - 81 cut-errorssquot; LEILE]
1a-10 2
1 enza s Stablenet Actions Eeim | | EpEiamn o
2018-10-10 mpaige, Device Status Typ Zeitintervall
e - Alle - Alle - Alle Zeitpunkte - Filter ausblenden
W18-10-10 00:00:31.4
201E-10-18 O -7
ne-ten
_time = device = measurement = Type =
WY L2
2019-01-31 00:06:32.221 ha-CSRI0GOV-11 GigabitEthernet] (Gi1): op-status op-status (state)
W18-10-09 23:50:31 3
. - ‘ 2019-01-31 00:06:32.219 hs-CSR1000V-11 GigabitEthernet] (Gil): in-errors in-errors (%)
2019-01-30 23:59:41.729 he-CSRI1000V-08 GigabitEthernet] (Gi1): in-errors in-errors (x)
2019-01-30 23:59:41.718 hs-CSR1008V-08 GigabitEthernet] (Gil): out-errors out-errors (%)
2019-01-30 23:59:41.717 hs-CSR1008V-08 GigabitEthernet] (Gil): op-status op-status (state)
2019-01-30 23:59:40.017 hs-CSR1008V-08 Host: System Uptime System Uptime (day)
2019-01-30 23:44:41.795 No Data (Ok) hs-CSR1000V-08 GigabitEthernet] (Gil): in-errors in-errors (%)
2019-01-30 23:44:41.795 No Data (Ok) hs-CSR1000V-88 GigabitEthernet] (Gil): out-errors out-errors (%)

2019-01-30 23:44:41.708 hs-CSR1000V-08 GigabitEthernet] (G11): op-status opstatus (state)
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tableNet Performance Daten
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= Daten uUber eingerichtete Performance Messungen tber Rest APl abfragbar
= Werte der Performance Messungen werden Uber Servlets abgerufen

GET v hips://172.20.162.146:5443/rest/measurements/get/S470.
Authorization ® 0] e crip
e Usernaine infosim

Basic Auth

Password

The authorization header will be automatically generated when
Show Password

you send the request.

Status: 2000K  Time: 67 ms

Body @ ! (16)  TestResul
Prery R Preview XML

2018-10-26T07:04:50.728+02:
2018-11-14T13: 96+01:00" updatedfrom

interval="300000" templatenam
nternal” created="2018-18-26T10:

o105 228 iceid="1138" desti =201
97:55.585402:00" type="snap template” agentioe"1001" lastupdt

retine="2016-10- e

3v
4 Heasurenent Category 0" value="Processors”/>

5 =“Measurement Level 0" value="cascade-profiler-VE"/>

6 Keyariessurement. Level 1- velueo-processore />

7

8-

s ser CPU time” units

10 ice CPU time” units

1 “Systen CPU cine" aniearse

12 i

13

1

15 Tnverrupte “description="Kernel Interrupt tine" uni >

16 of blocks sent to a block device interval="1"/>

17 name="10 Received” descriptions"Number of blocks received from a block device i0="268" interval="1"/>

18
19 ¢/somp>
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Splunk Performance Dashb

oard — mit StableNet Daten

Stablenet Performance
Device Prozessor
CTBOPOESWIEh - | X Cisco CPUT

Top 10 CPU Load in %

measurement &

Processor

ens-cuna3

essor: 1 CPU Phg/ID/MNods:
2640 8 € 2.506H

ems-cunad3  Processor: § CPU Pkg/ID/MNode:

2640 0 © 25002

ens-cuna3 essor: 3 CPU Phg/ID/MNods:

2640 0 © 2.500Hz
ems-cunad3  Processor: T CPU Pka/ID/MNode:
2640 0 © 2500

ens-cuna3 essor: 13 CPU Pig

2640 0 € 2.506H

ID/Node:

ems-cunad3  Processor: § CPU Pkg/ID/MNode:
540 6 € He

ens-cuna3 essor: 12 CPU Pig/ID/Node:
640 8 € 2.506H

ems-cunadl  Processor: 11 CPU Prg/ID/Node.
540 8 € 2.50GH

essor: 10 CPU Pig/ID/Node:
640 0 € 2.506H

Auslastung Cisco CPU 1

Speicher Volurrien Temp. Sersor Zestintervall
™ CiscoMemory O~ | X Cisco Temperature ..~ | X Last 7 days
Top 10 Available Memory in M8
CPU  deviced measurerment 3 Meinary
LOAD
C3T50-POE-Switch Cisco Menory 1/0
54.62

0/8/8 Ints1(R) Xeon(R) CPU

0/4/8 Intel(R) Xeon(R) CPU

/2/8 Ints1(R) Xeon(R) CPU

0/6/8 Intel(R) Xeon(R) CPU

1120

/B/8 Intel(R) Xeon(R) CPU

871170 Intel(R) Yeon(R) CF
@/10/0 Intel(R) Xean(R) CF
8/3/8 Intel(R) Xeon(R) CPL

Auslastung Cisco CPU 1
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Cisco Menary Processar

Cizco Menory 110

Cisco Menory I/0

router 212 Cisco Merory 1/0
CaTSO-POE-Switch Casco Menory Processor

router 213 Cisco Menory 110

CITSO-FOE-Suitch Cisco Henory Driver text 50,5
cas606 Cisco Merory Driver text 50,50
cass0c Casco Menory Processor 51,60

]

U

Available Memory in MB: Cisco Memory 10

17

Available Memory in MB: Cisco Memory 1O

— CPULosd -

< | Fiter susbienger

Top 10 Free Volume in %

device 2
oom-2012-nssal
sr-zplunk
WIN-50THCTICASA

sr-splunk

TABASE-D

ATABASE-C

New-Inages

cascade-gateua:

cascade-gatewa:

Auslastung $field6$

Auslastung $field6$

measurement 3

Storage C:\ Label

rage /

ge C:\ Label

rage /run

Storage C:\ Label

Storage D:\ Label:New Volume

age C:\ Label

rage /

ze (UCD) /

rage (UCD) fusr/nazu/coredumps

Suchvargang wartet auf Engabe.

Volume ¢

1676

Top 10 Temperature in °C

device
B measurement ¢

ASRE2D  Cisco

nsor Temp: CYLON RO/18

ASRI20  Cisco Sencor Temp: CFU RO/13

Wirare Host Sensor ems-cunad}

cunsdl  Temp --- Normal

Cisco Temperature SWE1, Sensor

ens-  VMare Host Sensor ems-cunadl

sor 1 Tenp - Normal

Wrare Host Sensor ems-cunal
Processor 2 Temp ——- Normal

Wiare Host Sensor ems-cunad
Tenp - Normal

ASRI2D  Cisco Sensor Temp: BOARD R/I
ASRE20  Cisco Sensor Temo: Temp 3 PO/4

ASRS20  Cisco Sensor Temp: Outl

0r

Bearbeiten

- temperature -

41, GR

controluare.da

controlware.d=

- temperature -

2

Procsssor 1

enparature -

- temperature -

Frocessar 2

Temperatur: Cisco Temperature SW#1, Sensor#1, GREEN

Temperatur: Cisco Temperature SW#1, Sensor#1, GREEN

2009

A
W ‘.II

Exportieren | | ..

Temperature

Tenperstu
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Advanced Analytics controlware

= Data Mining

» Erkennen von Muster und Beziehungen
(e.g. to user behavior)

= Machine Learning

= Verknupfung von strukurierten Daten und
Maschinen Daten

» Trends erkennen und Vorhersagen treffen

= Auswirkungen auf Geschaftsprozesse
frihzeitig vermeiden

- Predictive Maintenance, Failure, ....
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Vielen Dank fur Ihre Aufmerksamkeit!
Thank you very much for your attention!
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splunk> kurz erklart

® 2017 SPLUNK INC

Ingests Data From Heterogeneous Data Sources
Agent-Less and Agent Approach for Flexibility and Optimization

splunk> Local File Monitoring
y - Splunk Ferwarder
IE] E:.:. 3
— —jaoo =
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/
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®
e
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L
syslog hosts
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Mounted File Systems

\\hostname\mount

= /|

Unix, Linux and Windows hosts
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shell scripts, API subscriptions
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Performance
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e
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splunk> listen to your data’
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