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StableNet®

Performance ConfigurationFaultDiscovery
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StableNet® Workflow
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STABLENET ® VISUALIZATION
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Netflow and Syslog Monitoring /Portal
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FLOW ANALYSIS - WEB PORTAL



Swiss Service Infrastructure Management

77

PORTAL INTEGRATION: Grafana

Example 1:
Dark mode (Default), transparent panels,
Edit mode, Drag&Drop Resizing of Widgets

Example 2:
Light mode, opaque panels, Kiosk mode, 

Query editor „StableNet® Datasource“
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STABLENET® UNIQUE SALES POINTS

Automation

Flexibility and 
Customization

Unified Solution

Scalability
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CHALLENGES & OUR STABLENET® VISION

StableNet® as
central management

and orchestration system
–

All information at
your fingertips

Automation of IT

IoT/Industrie 4.0

Services
Virtualization/SDN/NFV
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Unified Management
Holistic View

Alarm with Tagging
Integration

Automation & ProvisioningRoot Cause Analysis

SERVICES – VIRTUALIZATION/SDN/NFV

New 
Challenges

Services
Virtualization/SDN/NFV
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IOT/INDUSTRIE 4.0

Network Challenges
(IPv6)

Resource Management

Many new interfaces
to get information

IoT/Industrie 4.0

New
Challenges

Security & 
Management
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OaaS StableNet®

SaaS StableNet®

Integration 
Outsourcing

SERVICES – AUTOMATION OF IT

New
Challenges

Cloud/SaaS/Automation of IT

Automation & Provisioning
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Research & Collaboration!
One step to solve the challenges
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OVERVIEW:  INDUSTRY 4 .0  & PLATFORMS

• ROBOTOP (06/2017 – 05/2020)
Modular, open and internet-based platform for robotic applications in industry 
and service

• DiHP (08/2017 – 07/2020) 
Services for the integrated trade of production capacity

• PimKoWe (10/2018 – 09/2021)
Platform for the integrated management of collaborations in value creation 
networks

• Di-Link (06/2019 – 05/2022)
Digital solutions for industrial plastic circuits

…



Swiss Service Infrastructure Management

1717

OVERVIEW:  IoT,  SMART CITY,  
V ISUALIZATION

• SENDATE (04/2016 – 03/2019)
SEcure Networking for a DATa Center Cloud in Europe

• SIMPL (07/2018 – 06/2021) 
Secure Internet-of-Things Management Platform

• 5MART (03/2019 – 02/2022)
5G-enabled management of all regional activities

• iPRALINE (04/2019 – 03/2021)
Interactive problem analysis and solution in industrial networks

• KICK (01/2020 – 12/2022)
Artificial Intelligence for Campus Communication

…

https://www.google.de/url?url=https://escies.org/webdocument/showArticle?id=113&groupid=6&rct=j&frm=1&q=&esrc=s&sa=U&ei=UH91VcnWPMr0UP_wgLgI&ved=0CBYQ9QEwAA&usg=AFQjCNGXXA_dapOvJTQUEgGURsT5-LPuhA


Swiss Service Infrastructure Management

1818

INDUSTRY  COLLABORATION

Industry collaboration

• TM Forum

• ETSI ISG Zero-Touch Network and Services Management lead by 
DTAG

• Technological partnerships with Intel® & Extreme Networks

• Vodafone Innovation Lab

• …



Swiss Service Infrastructure Management

1919

HOW WE TURN THE VISION INTO REALITY

Automation of IT

IoT/Industrie 4.0

Services
Virtualization/SDN/NFV

• Config Portal

• Resource Management

• Zero Touch Activation • Intel SDO

• SIMPL

StableNet® as
central management

and orchestration system
–

All information at
your fingertips

• SDN Solution Cisco ACI
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Example - ZERO TOUCH ACTIVATION

• New Deployment:

• Configuration based on configuration from the StableNet® Config Portal

• Match of configuration done by serial number or MAC address

• Update IOS

• Job result gets tagged with device attributes (e.g. serial number)

• “Break and Fix” 

• Replace broken device with same model, minimize down time

• Select last backup of old device and place it on new device

• No IOS update (may take up to 3 hours – too long for replacement)
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ZERO TOUCH ACTIVATION - Workflow

DHCP Server

Download Python Script Request

StableNet®

ip ssh version 2
hostname ztp
ip domain name muc
crypto key generate rsa mod 3072
line vty 0 15
transport input ssh
login local
…

{
"ip": "192.168.81.10",
"serialnumber": "FCW2206G0AD",
"platform": "C9300-48P"

}

Zero-Touch 
Server

StableNet® Agent (Default)

Deployment
Server

New vendor independent support (e.g. Cisco, HP, Juniper, …)
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Example - SD-WAN
ANOTHER TECHNOLOGY TO BE OPERATED

SD-WAN

DATA CENTER BRANCH BRANCHBRANCHBRANCH

STABLENET®

LEGACY IT 
INFRA-

STRUCTUR
E

PERFORMANC
E
ALARM
STATUS

CONFIGURATION
One platform to monitor and 
run the entire technology

• SD-WAN achieved significance on the market

• Each service provider/enterprise needs to think about 
an SD-WAN solution to fulfill the market requirements

• SD-WAN is another technology which challenges the 
operation 
teams 

MPLS SD-WAN
Broadband

VS.

MONTHS DAYS
Implementation 

Speed
Implementation 

Speed

Costs Costs

Legacy IP VPNs Next-Generation IP VPNs
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Onboarding
Initial 

Configuration
Communication Operation

IoT - POTENTIAL SECURITY PROBLEMS
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Onboarding
Initial 

Configuration
Communication Operation

IoT - „CLASSICAL“ FIELDS OF STABLENET ®
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Onboarding
Initial 

Configuration
Communication Operation

IoT - EXTENDED SECURITY FEATURES
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Example IoT - METROPOLE DE NICE COTE D’AZUR 
SMART CITY ENABLING DIGITAL PLATFORM
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Identification of 
relations between alarms

that are not obvious

Issues with a specific power 
connection (even if not monitored, 
but just available as a tag value)

Issues with a specific OS version

Cluster/aggregate alarms based 
on meta data (tags)

Provide level of significance 
and probabilities

OBJECTIVE

EXAMPLES

ML/AI
POWER

ROOT CAUSE AI – ALARM CORRELATION

available since
StableNet 8.5
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ROOT CAUSE AI - TECHNICAL

• Algorithm is based on Tag Values 
(Alarm Tag Categories, all Monitor and Device Tags)

• Determines score for every tag value

• Available as Dashboard and 
in Reports

• In Future enhanced with additional
algorithms and logic
based on research results
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• Performance Monitoring

• Baselining / Dynamic thresholds

• Adaptive distributed monitoring (e.g., dynamic measurement intervals)

• Fault Management

• Improved alarm correlation

• Outlier/anomaly detection

• Network Change & Configuration Management (NCCM)

• AI-assisted configuration management

• Extended policy checking

+ many other AI-assisted extensions (e.g., discovery, visualization/layouting, clustering, reporting)

FURTHER AREAS FOR ML/AI –
ONGOING AND FUTURE ACTIVITIES

+ various partners from
industry and academia
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Identify attacks in the optical 
network based on the evaluation 

of a complex set of +20 optical 
metrics

Attack detection and identification: 
supervised learning applied to a 
classification problem

OBJECTIVE

EXAMPLES

ML/AI
POWER

ATTACK DETECTION – OPTICAL NETWORKS

Demo at
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Detect security incidents
based on traffic / flow analysis

Visualization of communication 
groups

Modelling and clustering of network traffic

Fast and efficient anomaly detection

OBJECTIVE

EXAMPLES

ML/AI
POWER

ANOMALY DETECTION – TRAFFIC /  FLOW DATA

Demo at
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Infosim®

Founded 2003 as a privately held company

Unified Network & Services Management

Infosim® is developing and marketing StableNet®, the leading

unified management solution for fault, performance,

configuration, inventory, and services management

Offices
Germany 

Würzburg (Headquarter)

Münster

USA

Austin, TX

Singapore

Business driven by Partners
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https://www.linkedin.com/company/infosim
https://www.youtube.com/user/infosimtv
https://twitter.com/Infosimdotcom
https://www.xing.com/companies/infosimgmbh&co.kg
https://www.linkedin.com/company/infosim
https://www.youtube.com/user/infosimtv
https://twitter.com/Infosimdotcom
https://www.xing.com/companies/infosimgmbh&co.kg
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